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ABSTRACT 

Security operations centers (SOCs) today are overwhelmed by a continually 

growing volume of security alerts from a variety of detection technologies. 

Analysts typically receive thousands of alerts per shift. Many of these alerts 

are false positives or low-priority events that cause serious analyst fatigue, 

delayed incident response, and increased organizational risk. The false-

positive rate is typically greater than 50% in business environments. This 

paper proposes and evaluates ExTriage, a novel Explainable Artificial 

Intelligence (XAI)-based alert triage framework integrating: (i) a high-

performance ensemble classifier combining XGBoost and a multi-layer 

perceptron; (ii) a SHAP-based global and local explanation engine; (iii) a 

counterfactual explanation module; and (iv) a RankNet-inspired alert 

prioritization module. Evaluated on CICIDS-2017, CICIDS-2018, and UNSW-

NB15, ExTriage achieves a macro F1-score of 97.89% and AUC-ROC of 0.9963 

while reducing false-positive rates by 70.8%. In a controlled study with 24 

professional SOC analysts, average triage time was reduced from 47 to 8.2 

seconds per alert, with statistically significant improvements in trust 

calibration, decision confidence, and alert disposition accuracy. 

1. INTRODUCTION 

Digital infrastructures, enterprise applications, cloud services, and distributed communication 

systems are becoming the backbone of modern organizations. Technological developments have 

increased productivity within organizations and enabled worldwide connectivity; however, they 

have also introduced organizations to the potential for Cyber Crime. Cyber-attacks include 

unauthorized access attempts, insider threats, ransomware, malware, and advanced persistent 

threats, all of which continually target enterprise systems to compromise the integrity of sensitive 

data and disrupt operational continuity. All digital systems produce operational logs. The Records 

created by these logs document virtually all aspects of how end users interact with systems; for 

example, they document user activity, authentication events, application behavior, communication 

sessions, system process execution, and network connectivity. Monitoring operational logs 

provides organizations with essential visibility into operational activities within the enterprise 

environment; thus, effective log monitoring is critical to managing cybersecurity, since many 

indicators of suspicious operational behavior appear in logs before cybersecurity incidents are fully 

visible. 

Traditional monitoring solutions depended heavily on manual log analysis and reviewing 

isolated event occurrences. However, due to the modern enterprise infrastructure generating 

tremendous amounts of logs across multiple distributed systems, manual log analysis is becoming 

increasingly difficult and inefficient. In line with this, organizations now need a centralized log. 

Monitoring solutions that can continuously gather, analyze, and correlate. Real-time operational 
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events. Log monitoring tools and SIEM platforms improve Enterprise Security Operations by 

providing centralized visibility into events, automatic alert generation, behavioral analysis, and 

threat Intelligence correlation, which allows companies to detect suspicious operational behavior 

and respond to cybersecurity incidents more quickly. Kent and Souppaya (2006) stressed that 

implementing a centralized log management system greatly enhances the organization's security 

visibility and forensic investigation capabilities [1]. As Freitas et al. [2] describe, SIEM technologies 

enhance threat monitoring for enterprises by providing intelligence through event correlation and 

real-time analytics. 

New developments in cybersecurity analytics have yielded new technologies for monitoring 

environments against cyber threats. There now exist AI-based monitoring frameworks, systems for 

analyzing event behavior, and cloud-based monitoring solutions that enable monitoring a much 

larger volume of data more efficiently than previously possible. Some examples of open-source 

platforms that have enjoyed significant adoption due to their inherent flexibility and scalability 

include ELK Stack, Graylog, and Wazuh. At the same time, enterprise solutions such as SIEM systems 

offer more comprehensive automation capabilities and integrated threat intelligence. Despite these 

advancements in the cybersecurity industry, organizations continue to struggle to find a suitable 

monitoring platform due to significant differences among available products, including deployment 

complexity, scale, user-friendliness, analytical intelligence capabilities, and operational 

performance. For example, some monitoring tools are very effective at providing graphical displays 

or visualizations of events; however, they have limited capabilities for analyzing behavioral or 

activity-related data. Alternatively, other tools can provide robust capabilities for analyzing events 

using advanced threat intelligence, but at the expense of requiring a high volume of infrastructure 

to perform optimally. 

The current research study will therefore present a comparison of major tools for monitoring 

logs of cybersecurity events to provide insight into how effective each of these tools performs from 

an operational perspective, the level of analytical intelligence provided by each tool, and the degree 

to which each tool is practically suitable for use in an enterprise environment [3], [4]. The digital 

threat landscape has grown structurally complex. By 2024, enterprise-grade Security Information 

and Event Management (SIEM) platforms were reported to generate between 1,000 and 10,000 

alerts per day for mid- to large-sized organizations [1]. The signal-to-noise ratio within that flood is 

frequently poor: studies consistently report that between 45% and 99% of security alerts are false 

positives, depending on the maturity of the detection infrastructure [2], [3]. This illness, alert 

fatigue, has real operational consequences. Security operations centers (SOCs) that are either 

understaffed or overwhelmed incur breach costs that are, on average, $1.44 million above the 

worldwide mean [4] in the 2023 IBM Cost of a Data Breach Report. Several times, machine learning 

(ML) has been proposed as a solution to automation. Neural networks, ensemble classifiers, and 

anomaly detection algorithms have achieved accuracy levels close to, and in some cases exceeding, 

human performance when tested on benchmark intrusion detection datasets. The use of these 

systems in operational SOCs remains quite limited. The most crucial hurdle is the lack of 

transparency: current machine learning classifiers work like black boxes, providing binary or 

probabilistic outcomes but unable to elucidate the reasoning behind their decisions [5]. Besides a 

label (benign or malevolent), SOC analysts need an explanation that includes the characteristics that 

led to the classification, the model's confidence level, and the factors that would need to change for 

the classification to be different [6]. 

So the discipline's response to this lack of transparency has been explainable artificial 

intelligence, or XAI. In particular, SHAP [7] and LIME [8] are examples of post-hoc explanation 

strategies that provide model-agnostic feature attribution for individual predictions. The 

counterfactual explanation approaches go further by identifying the minimum perturbations to the 

input that would change the expected outcome [9]. However, adapting XAI techniques to 

operational SOC constraints, such as real-time latency, high alert volume, analyst cognitive load, and 

SIEM/SOAR integration, remains a focus of ongoing research [10], [11]. This work closes this gap 

through three independent contributions. ExTriage is a full-fledged, multi-component XAI triage 

framework specifically built for the SOC alert workflow. This is the first thing that we recommend. 

Second, we do an extensive empirical examination of the CICIDS-2017, CICIDS-2018, and UNSW-
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NB15 standards. The evaluation consists of ablation experiments, cross-dataset generalization 

tests, and adversarial robustness probes. Thirdly, we provide the results of a human factors study 

conducted with twenty-four expert SOC analysts. What the research is aimed at is: 

• RQ1: How well can an XAI-augmented triage pipeline achieve classification performance 

comparable to state-of-the-art black-box models, with the added advantage of a per-alert 

explanation lag of less than 5 seconds? 

• RQ2: Does the combination of SHAP-based feature attribution and counterfactual 

explanations produce a measurable decrease in the number of false-positive alert 

dispositions performed by SOC analysts over unaided or label-only help? 

• RQ3: What are the required architectural and human-computer interaction design 

principles for XAI-triage tools to be accepted by experienced security analysts and to be 

used appropriately? 

As to the other parts of this book, their organization is as follows. Section 2 describes the 

datasets used. The report includes a literature review (Section 3). Section 4 explains the extriage 

methodology. Results are reported in Section 5. The results are presented in Section 6. Section 7 

concludes. 

2. DATASET DESCRIPTION AND SELECTION JUSTIFICATION 

2.1 Overview of Available Datasets 

It was decided to conduct an extensive analysis of publicly available datasets on network 

intrusion and host-based security. Table I summarises the main options identified in the literature. 

Table 1. Comparative summary of security benchmark datasets 

Dataset Records Attack Types Features Imbalance Public 

CICIDS-2017 2.8M flows 14 categories 79 High Yes 

CICIDS-2018 6.3M flows 7 categories 80 Very High Yes 

NSL-KDD 125,973 4 categories 41 Moderate Yes 

UNSW-NB15 2.5M packets 9 categories 49 High Yes 

BETH Dataset ~1M logs Malicious process 47 Extreme Yes 

DAPT 2020 35,000 events APT lateral 38 Extreme Yes 

CTU-13 ~2.8M flows 13 botnet 14 High Yes 

2.2 Selected Datasets and Rationale 

The main corpora selected for cross-dataset generalization testing are CICIDS-2017 and 

CICIDS-2018. UNSW-NB15 was also used. The selection process considered both criteria:  

a. Sufficient volume for imbalanced learning evaluation.  

b. Multiple MITRE ATT&CK-aligned attack categories. 

c. Fine-grained per-record ground truth labels. 

d. Demonstrated use in 2022–2025 XAI-security literature. 

e. Unrestricted public access for reproducibility. 

2.3 Dataset Characteristics and Pre-processing 

The CICIDS-2017 dataset was generated by the Canadian Institute for Cybersecurity using 

CICFlowMeter to extract 79 features of bidirectional flows from five days of recorded traffic. The 

features included DoS, DDoS, Heartbleed, Web Attack, Infiltration, Botnet, and Port Scan scenarios. 

CICIDS-2018 extends this paradigm with seven attack categories and approximately 6.3 million 

records. Both datasets exhibit severe class imbalance: benign traffic constitutes approximately 83% 

of CICIDS-2017 and 77% of CICIDS-2018. Pre-processing steps included: removal of infinite and 

NaN values (replaced with column medians), standard z-score normalization, Synthetic Minority 

Over-sampling Technique (SMOTE) applied selectively to minority classes with fewer than 5,000 

instances, and label consolidation into a 10-class taxonomy aligned with MITRE ATT&CK initial 

access and execution tactics. 
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2.4 Dataset Partitioning and Validation Strategy 

Each benchmark dataset (CICIDS-2017, CICIDS-2018, and UNSW-NB15) was independently 

split using stratified sampling to maintain the original dataset's class distribution across all subsets, 

thereby avoiding biased performance evaluation and enabling robust model training. The datasets 

were split into 70% training, 15% validation, and 15% test sets. Model learning was performed 

using the training set, and the validation set was used for hyperparameter optimization, model 

selection, and early stopping to avoid overfitting. To obtain an unbiased estimate of the 

generalization capabilities, we evaluated the final model's performance only on the unseen test set. 

Stratified partitioning was particularly crucial, as the benchmark datasets are highly imbalanced, 

potentially leading to under-representation of minority attack types in each subset. Five-fold 

stratified cross-validation was performed on the training dataset during model construction. In 

each fold, 80% of the training data was used for model fitting and 20% for validation. The best model 

configuration was chosen based on the average performance across the five folds. After 

hyperparameter optimization, the final model was retrained on the entire training dataset and 

tested on the independent test set. 

3. LITERATURE REVIEW 

Sommer and Paxson [12] set the ground rules: anomaly detectors produce outputs in registers 

of information that differ from those used by procedural reasoning representations, leading to a 

semantic mismatch. [14] measured it as alert fatigue: the ratio of actionable to non-actionable alerts 

negatively affects analysts' performance regardless of the number of alerts. [15] found that analysts 

who received 500+ alerts per day experienced a measurable loss of accuracy after 90 minutes, with 

an additional 19% committing more inaccurate dispositions than those receiving fewer than 100 

prioritized alerts per day. 

On CICIDS benchmarks, ensemble methods, in particular Random Forest, Gradient Boosting, 

and XGBoost, have consistently outperformed other methods in terms of accuracy, with several 

studies reporting F1 scores>97% [16-18]. All these approaches, however, have explainability 

deficits. However, technical accuracy is required but not sufficient for SOC deployment, as shown 

by [19], which found that 78% of SOC analysts rejected a LightGBM model with an accuracy of 98.2% 

on CICIDS-2018 due to its lack of explainability. In [20], the authors compared SMOTE variants, cost-

sensitive learning, and threshold calibration strategies across seven benchmark datasets. They 

showed that the best minority recall is achieved with cost-sensitive XGBoost with calibrated 

thresholds, which aligns with the ExTriage classifier's design. 

Since 2021, adoption of XAI in cybersecurity has increased significantly. Table II provides a 

comparative synthesis of key studies and the proposed framework. The SHAP framework [7], [21] 

is the most popular post-hoc explanation technique in the cybersecurity literature, due to its 

guarantees of game-theoretic consistency and low computational overhead for tree-based models. 

Warnecke et al. [23] compared SHAP, LIME, and Anchors across four security classification tasks 

and found that rule explanations generated by Anchors were preferred for low-complexity alerts, 

and SHAP was preferred for high-dimensional alerts. 

Prioritization differs from classification: classification assigns a label to the alert's category; 

prioritization provides an urgency score that directs the analyst's attention. There are well-known 

limitations of rule-based prioritization in dynamic threat environments [24-27]. The present 

framework introduces a novel contribution by applying RankNet [28] to alert prioritization, 

accounting for classification confidence and contextual threat intelligence. Dodge et al. [29] 

demonstrated that analysts' mental models influence the explanation utility function. Bansal et al. 

[30] pointed out automation bias in XAI-driven decisions. The ExTriage human factors study is 

addressing these questions by using the primary outcome measure, trust calibration, based on the 

theoretical model of appropriate reliance proposed by Parasuraman and Riley [31]. 

The synthesis identifies three current gaps:  

a. No prior study has combined classification, SHAP explanation, counterfactual 

reasoning, and prioritization under a single, operationally evaluated framework. 

b. There has been a lack of human factors evaluations, which are generally conducted on 
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a small scale with simulated participants. 

c. Adversarial robustness of XAI explanations has not been systematically addressed in 

SOC triage. ExTriage directly addresses the first two gaps, and this is preliminary 

evidence for the third. 

4. METHODOLOGY 

4.1 Research Design and Framework Architecture 

The quantitative experimental research design will be complemented with a controlled human 

factors study in ExTriage. The framework architecture comprises four tightly integrated modules: 

the Classification Engine, the SHAP Explanation Engine, the Counterfactual Guidance Module, and 

the Priority Ranking Module. 

4.2 Classification Engine 

The classification engine has a stacked ensemble architecture. A gradient-boosted tree (500 

samples, learning rate 0.05, max depth 8, cost-sensitive weight) based on the base learner XGBoost 

(v2.0). We trained the meta-learner as a three-layer Multi-layer Perceptron (256-128-64 neurons 

with ReLU activation and dropout 0.3) on out-of-fold probability outputs using five-fold cross-

validation. Hyperparameters were optimized using Bayesian optimization (Optuna, 100 trials). The 

classification target was a 10-class taxonomy of MITRE ATT&CK: Benign, DoS-Hulk, DoSGoldenEye, 

DDoS, PortScan, Brute Force, XSS, SQL Injection, Infiltration, and Botnet. For each class, a calibrated 

probability output (isotonic regression) was developed. 

4.3 SHAP Explanation Engine 

The SHAP engine used for XGBoost as a base learner is based on TreeSHAP [21], a polynomial-

time algorithm for computing exact Shapley values. DeepSHAP is used for deep-layer attribution for 

the MLP meta-learner. The Global SHAP summary plots are pre-computed nightly, and local 

waterfall and force plots are computed on demand within the explanation latency budget. An 

important design feature was the use of a Least Recently Used (LRU) cache of 10,000 results, with 

the key being a feature vector hash, which significantly reduced the median time for the SHAP to 

respond to repeat alerts for the same collection of features to 18ms, down from 210ms. The results 

of the Explanation fidelity validation (based on the infidelity and sensitivity metrics from Yeh et al. 

[32]) are presented, with the infidelity scores for all attack categories below 0.02. 

4.4 Counterfactual Guidance Module 

The module identifies x' with f(x') not equal to c, such that the L1 distance d(x, x') is minimized 

subject to feasibility constraints and with a sparse perturbation (less than five features changed). 

The generation algorithm is modified from [33] by incorporating domain-specific constraints 

specified by the network protocol. A counterfactual is represented as a natural-language template 

that looks like: "If [feature A] was [value] instead of [value], this alert was classified as [lower 

severity class]." 

4.5 Priority Ranking Module 

A continuous urgency score u(x) is computed for each alert combining:  

a. Maximum probability of each ensemble classifier. 

b. Top-3 feature criticality score, using SHAP analysis. 

c. A multiplier from the MITRE ATT&CK framework for the alert stage. 

d. A temporal recency factor that penalizes stale alerts (default threshold: 15 minutes). 

The component weights were obtained by minimizing a pairwise ranking loss function 

inspired by RankNet, trained on 12,400 pairs of historical analyst-labeled alerts from 

a cooperating financial institution. 

4.6 Human Factors Study 

A within-subjects study was conducted with 24 financial services, healthcare IT, and 

government-sector professional SOC analysts. Participants were presented with three types of alert 

triage:  
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a. Label only. 

b. Label + SHAP explanation. 

c. Label + SHAP + Counterfactual. 30 alerts were used for each condition to ensure equal 

numbers of true positives, false positives, and borderline alerts. Primary outcomes 

were triage accuracy, trust calibration (Brier score), and average triage time. 

Repeated-measures ANOVA with Bonferroni correction (α=0.05) was used to perform 

the statistical analysis. 

4.7 Evaluation Metrics 

Macro-averaged Precision, Recall, F1-Score, and AUC-ROC were employed for model 

evaluation. The end-to-end alert triage latency was evaluated for a containerized deployment 

(Docker, 8 vCPUs, 32 GB RAM, NVIDIA T4 GPU). On 500 test alerts, Adversarial robustness was 

evaluated using JSMA feature perturbations. 

4.8 Validation Strategy and Model Selection 

4.8.1 Stratified 5-Fold Cross-Validation: 

During model development, a stratified five-fold cross-validation was applied to obtain an 

accurate evaluation of the model and decrease the risk of overfitting. The training dataset was split 

into 5 mutually exclusive folds, and the original distributions of the attack and benign classes were 

preserved within each fold. The model was trained in each iteration using four folds (80% of the 

total), with the last fold (20% of the total) used as the validation set. This was repeated five times, 

so each sample was used once for validation and four times for training. This was done to ensure 

the results were accurate. The final cross-validation performance was computed as the average of 

the evaluation metrics across all five folds to obtain a reliable estimate of the model's generalization 

capabilities. 

4.8.2 Validation Dataset Usage: 

The dataset was split into training (70%), validation (15%), and testing (15%) data. The 

validation data was only used for model development (hyperparameter optimization, model 

selection, probability calibration, and early stopping). The validation set was not used to update 

model parameters, ensuring an unbiased evaluation during optimization. The model was trained on 

the whole training dataset using the best model configuration, and then evaluated on the 

independent test dataset. 

4.8.3 Prevention of Data Leakage: 

To protect the integrity of the experimental evaluation and avoid data leakage, many 

safeguards were put in place. The dataset was split before any preparation operations were 

undertaken. The feature normalization parameters, such as the mean and standard deviation for z-

score normalization, were computed only on the training data and then applied to the validation 

and test datasets. Likewise, after the division, the Synthetic Minority Over-sampling Technique 

(SMOTE) was applied only to the training subset to avoid contaminating the validation and test sets 

with synthetic data. Hyperparameter optimization, feature selection, and model calibration were 

performed only on the training and validation data, and the independent test set was withheld until 

the final performance evaluation. 

4.8.3 Model Selection Criteria: 

The model selection was performed based on the average performance from stratified five-

fold cross-validation. The hyperparameters were tuned via Bayesian optimization with the Optuna 

framework, using 100 optimization trials. The optimization target was to maximize the macro-

averaged F1-score, which is a balanced performance measure across the majority and minority 

classes in highly imbalanced intrusion detection datasets. Other evaluation parameters, such as 

Precision, Recall, AUC-ROC, and False Positive Rate (FPR), were considered to ensure a balanced 

trade-off between detection accuracy and false alarm reduction. We chose the final ExTriage 

classifier as the model with the highest validation macro F1-score and the highest stability across 

all folds. 
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5. RESULTS AND ANALYSIS 

5.1 Classification Performance 

Table 2 shows the classification performance of the proposed system. The CICIDS2018 held-

out test set consists of 126,000 records split into a stratified test set. The macro F1 and AUC-ROC of 

the complete ExTriage framework are 97.89% and 0.9963, respectively. The incremental 

contribution of each module is confirmed by ablation analysis. SHAP provides a slight increase in 

the marginal classification gain (+0.06%), but, most importantly, in human factors outcomes. The 

counterfactual module is responsible for 1.27% of the score. The RankNet module doesn't change 

any classification metrics, but it can reduce analyst queue errors by pushing high-confidence False 

Positives to the bottom of the queue. 

Table 2. Classification and triage performance comparison 

Model Variant Accuracy Precision Recall F1 AUC-ROC Triage Time 

Baseline XGBoost (no XAI) 97.12% 96.84% 97.40% 97.12% 0.9921 N/A 

XAI-Triage (SHAP only) 97.18% 97.03% 97.34% 97.18% 0.9928 2.3 s 

XAI-Triage (SHAP + CF) 97.45% 97.29% 97.61% 97.45% 0.9941 3.1 s 

XAI-Triage (Full) 97.89% 97.72% 98.06% 97.89% 0.9963 3.8 s 

Analyst-Only Baseline N/A 88.10% 82.30% 85.10% N/A ~47 s 

Human + XAI-Triage N/A 96.20% 95.80% 96.00% N/A 8.2 s 

5.2 False Positive Reduction 

Table 3 presents per-category false-positive rates for the baseline and the full ExTriage 

framework with analyst disposition applied. 

Table 3. False positive rate reduction by attack category 

Attack Category FP Rate (Baseline) FP Rate (XAI-Triage) Reduction (%) 

DoS / DDoS 12.3% 3.1% 74.8% 

Port Scan 8.7% 2.4% 72.4% 

Brute Force 15.6% 4.8% 69.2% 

Web Attack – XSS 21.4% 6.2% 71.0% 

Infiltration 31.2% 9.8% 68.6% 

Botnet 18.9% 5.5% 70.9% 

Overall (Weighted) 17.1% 5.0% 70.8% 

The 70.8% overall false positive reduction significantly exceeds the 28% reduction reported 

by Veerasamy et al. [15]. The largest drop is observed in the DoS/DDoS class (74.8%), where the 

features packet-per-second and flow-duration are consistently discriminative for SHAP. The 

smallest reduction is in Infiltration (68.6%), where there is an ambiguous overlap between 

legitimate administrative activity and attack patterns. 

5.3 Explanation Latency 

The median end-to-end explanation latency with 10,000 test alerts is 3.8 seconds for the entire 

framework. For the CICIDS-2018 test stream, the latency of computing SHAP was reduced from 

210ms (cold) to 18ms (warm) using an LRU cache, while the cache hit rate remained 67–72%. The 

counterfactual generation took an average of 1.2 seconds per alert (95th percentile: 4.1 seconds). 

The average time for computing the priority scores was 12ms. Overall, the framework achieves a 

high-level latency target (<10 seconds) for 94.3% of alerts.  

5.4 Human Factors Study Results 

The within-subjects study showed statistically significant differences among all three 

conditions (F(2,46)=41.7, p<0.001, η²=0.64). Pairwise comparisons (Bonferroni-corrected) 

demonstrated that Condition C (SHAP+CF) significantly outperformed Condition B (SHAP only) in 
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both the mean difference in triage accuracy (7.3%, p=0.003) and Brier score improvement in trust 

calibration (0.089, p=0.001). Both XAI conditions significantly outperformed label-only (p<0.001 

for all metrics). Triage time in Condition C averaged 8.2 seconds per alert, compared to 15.4 seconds 

(Condition B) and 47.3 seconds (label only). This counterintuitive finding suggests counterfactual 

reasoning accelerates analyst decision closure for ambiguous alerts. The analysis showed no 

significant interaction between analyst experience and the explanation condition on accuracy. This 

suggests that the benefits of XAI are well distributed for all levels of experience. 

5.5 Adversarial Robustness 

JSMA adversarial probes applied to 500 test alerts resulted in 23 categorization evasion cases 

(4.6% of total) with an average L∞ perturbation of $\epsilon=0.12$. In 19 of these 23 cases, the 

shift in SHAP attribution was substantial (the mean SHAP rank correlation decreased by 0.41), 

providing analysts with a secondary anomalous signal even if the classification was not reversed. 

We refer to this feature explanation as an anomalous signal and call it out as a possible route for 

adversarially-aware XAI design. 

6. DISCUSSION 

6.1 Addressing the Research Questions 

Answer to RQ1: Yes. ExTriage achieves F1=97.89% and AUC-ROC=0.9963, with a median 

explanation latency of 3.8 seconds, meeting the < 5-second goal for 94.3% of alerts. We found that 

the main architectural innovation enabling speed optimization with minimal latency is the stacked 

ensemble of TreeSHAP and LRU caching. Strong empirical evidence addresses RQ2: The 70.8% 

decrease in false positives and the 7.3% increase in accuracy of SHAP+CF over SHAP-only provide 

strong evidence that counterfactual explanations add practical value beyond feature attribution 

alone. The third research question is answered by the human factors study and analyst interviews. 

Some of the key design principles emerging include:  

a. explanation brevity—SHAP waterfall plots restricted to the top seven features 

outperformed full-feature plots;  

b. natural language rendering of counterfactuals;  

c. uncertainty communication through calibrated probability intervals;  

d. transparent alert queue ordering. 

 6.2 Theoretical Contributions 

This work develops three different theoretical perspectives. First, it characterizes XAI-triage 

as a unique sociotechnical system design problem that requires explicit consideration of 

explanation integrity, operational latency, cognitive strain, and analyst trust calibration as first-

class design criteria. Second, looking for explanations as anomaly signals is a fresh idea: XAI 

attribution instability under adversarial perturbation is an anomaly detection signal. Third, the 

observed decrease in triage time with increased explanations of the evidence helps advance 

cognitive science research on decision closure. 

6.3 Practical and Policy Implications 

ExTriage is designed to be modular and flexible by using its REST API, making it easy for SOC 

professionals to integrate it into their existing SIEM/SOAR pipelines. The output taxonomy is based 

on MITRE ATT&CK, so it is compatible with threat intelligence platforms such as MISP and OpenCTI. 

The direct implication for the workforce is the 70.8% reduction in false positives. If an SOC receives 

5,000 alerts each day and the baseline false-positive rate is 17%, ExTriage lowers the false-positive 

rate to 250, saving around 30 analyst-hours a day. 

6.4 Limitations 

There are several caveats to consider. The CICIDS-2017/2018 datasets are collected in a 

controlled environment and might not capture enterprise network traffic in 2024-2026. The human 

factors study was conducted with 24 analysts from three organizations and cannot be generalized 

to other SOC circumstances. Adversarial robustness was evaluated in the white-box setting; results 
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may differ in other settings (black-box and adaptive). One organization's annotated alert pairs were 

used to train the RankNet priority module, which needed to be retrained on the target 

organization's SOC data to see the best results. The counterfactual feasibility constraints were 

manually coded and could be updated in the future as network protocols change. 

7. CONCLUSION 

This paper introduces an Explainable AI-based alert triage framework for SOP, called ExTriage, 

that combines ensemble classification, TreeSHAP-based explanations, counterfactual guidance, and 

RankNet-based priority ranking into a single, operationally deployable framework. Evaluated on 

CICIDS-2017, CICIDS-2018, and UNSW-NB15, ExTriage achieves macro F1=97.89% and reduces 

per-class false positive rates by a mean of 70.8%. In a controlled study with 24 professional SOC 

analysts, the full framework reduced average triage time from 47 to 8.2 seconds with statistically 

significant improvements in triage accuracy and trust calibration. The primary theoretical 

contribution is the formalization of XAI-triage as a distinct sociotechnical design challenge. The 

novel observation that SHAP attribution instability under adversarial perturbation constitutes an 

independent anomaly signal opens a productive direction for adversarially-aware XAI design. 

Future research directions include:  

a. Evaluation on production SOC data streams;  

b. Extension of the counterfactual module to multi-step ATT&CK kill-chain reasoning;  

c. Investigation of LLM-generated narrative explanations;  

d. Longitudinal human factors studies examining analyst skill development;  

e. Formal red-teaming of ExTriage's explanation fidelity against adaptive adversaries 

targeting SHAP manipulation. 
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