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With the expansion of Al applications into new horizons, security issues have

SUBMISSION HISTORY: become a top priority. Traditional Al systems are not very secure and are
Received: 23 February 2026 vulnerable to attacks and data breaches. The interconnected world we live in
Revised: 14 May 2026 requires data to be kept private, protected, and verified, which can be achieved
Accepted: 29 May 2026 th h d . that i t t hi

Online First (May 2026) rough modern security measures at incorporate cryptographic

algorithms. This study evaluates the efficacy of five cryptographic algorithms,
ARIA, ZUC, Advanced Encryption Standard (AES), Camellia, and HC-256,
regarding key generation duration, encryption and decryption speeds, and

EEEWORDS: memory consumption to identify the optimal solution for practical
ZUC;, implementations. Results show HC-256 achieving the fastest encryption and
AES: decryption times of 105.6 ms and 75.6 ms, respectively, and the lowest
Camellia; memory usage of 1.28 MB for encryption and 1.38 MB for decryption, proving
HC-256. it is the most efficient in performance-sensitive settings. AES demonstrated

balanced performance with moderate encryption and decryption times (116.6
ms and 115.6 ms, respectively) and relatively low memory consumption (6.36
MB), while maintaining strong cryptographic robustness. Camellia
demonstrated strong cryptographic robustness according to previous
literature; however, it exhibited the lowest computational efficiency in the
present experimental evaluation, with the highest encryption and decryption
times among the tested algorithms, but was found to yield the lowest efficiency
for real-time applications, with the greatest encryption and decryption times
of 1886.8 ms and 1937.0 ms, respectively. ARIA and ZUC also exhibit different
trade-offs, with ZUC showing moderate efficiency and ARIA requiring greater
resources.

1. INTRODUCTION

The development of artificial intelligence (Al) has advanced significantly in recent years, yet
little discussion of system security has occurred [1]. The transfer of information poses serious
security issues in today's interconnected world due to advanced cyber threats [2]. In data security
frameworks, cryptography is an essential component that addresses urgent security issues.
Cryptography protects the confidentiality and integrity of authorized users by converting data into
an incomprehensible format for unauthorized individuals [3], [4].

There are different cryptographic algorithms available, each with unique trade-offs and
performance characteristics. Users must, however, select a technique that satisfies their unique
needs and offers robust security. Cryptography, which includes techniques such as encryption and
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decryption, is widely used across many industries. Its uses ensure secure data transfer across a
variety of fields, including digital television, video mail, military communications, and visual
telephones [5], [6]. Users should employ cryptographic techniques to establish access controls and
encrypt their data before transferring it to cloud storage to protect sensitive information. Data can
be secured using a variety of methods, with cryptographic algorithms being especially useful [7].
There are two types of cryptographic systems: symmetric and asymmetric. Asymmetric encryption
offers greater security and flexibility by using a key pair, one for encryption and another for
decryption. In contrast, symmetric encryption uses the same key for both encryption and
decryption. Because it prevents unwanted access, data encryption is essential for protecting
sensitive information. An essential defense mechanism in cybersecurity techniques is encryption,
which makes intercepted data as hard as possible to decrypt [8], [9].

This research aims to comprehensively evaluate five cryptographic algorithms: ARIA, ZUC,
AES, Camellia, and HC-256 to give insight into their efficiency and usability in a broad range of
scenarios. It is intended to direct the selection of algorithms to meet specific needs based on factors
such as key generation time, encryption/decryption speed, and memory consumption. The
intention is to use these methods to provide useful insights into how cryptography applications can
be improved through better decision-making. Today, Al systems are used to analyze vast volumes
of multimodal data, including medical images, audio streams, video content, electronic documents,
and data stored in the cloud. These are the use cases where the performance of the cryptography
directly affects real-time Al applications, such as edge computing, IoT-enabled Al platforms,
autonomous systems, or healthcare Al applications. Therefore, the evaluation of encryption
algorithms using diverse files and computation performance metrics provides helpful insights into
the algorithms' applicability to Al systems and data-heavy settings.

There are two types of encryption: block and stream. Block ciphers can be described as
operating on different blocks of fixed length of the input message independently of each other. The
encrypted blocks are combined to make the total ciphertext. Unlike block ciphers, stream ciphers
encrypt the whole message once and process the input message as a stream of bits [10]. This study
based on investigation of key generation time, encryption and decryption time and memory usage
gives a comprehensive performance improvement analysis of five cryptographic algorithms: ARIA,
ZUC, AES, Camellia and HC-256. The main contributions of this work are:

e According to the study, HC-256 is the best option for environments with limited resources
because it provides the quickest encryption and decryption times while using the least
amount of memory.

e HC-256 is the most resource-efficient algorithm (for systems with low memory and CPU
resources). At the same time, AES is the most balanced algorithm (for applications that
require strong security, memory, and CPU efficiency); it is a good general-purpose choice.

e The results show that while ARIA and ZUC exhibit different efficiency levels appropriate for
particular use cases, Camellia, despite its robust security, has high computational costs.

e Researchers and practitioners can use the recommendation framework to select the most
appropriate cryptographic algorithm for their applications, taking into account factors such
as speed, memory usage, and security requirements.

This research contributes to the field of cryptography and decision making for cryptographic
algorithm selection, with the aim of optimizing security, performance, and resource usage in various
computing contexts. The present study is a multi-dimensional evaluation of the performance of
cryptographic algorithms for the generation of keys, the encryption and decryption time of the keys,
and the memory consumption of the algorithms, which is not done in previous comparative
cryptographic studies: those studies are mainly based on individual cryptographic benchmarking
or single category algorithms in different experimental conditions. Moreover, the study features a
hybridized block and stream cipher algorithm and tests it with diverse real-world file formats, such
as JPG, MP3, MP4, PDF, and PPTX files. An application-oriented approach allows a more realistic
evaluation of the cryptographic suitability of systems for Al systems, for multimedia processing, for
edge computing, and for resource-constrained systems. The analyzed algorithms are from different
types of cryptography, such as block ciphers including ARIA, AES, Camellia, and stream ciphers ZUC
and HC-256, but the methodology was chosen to be fair in order to have a common framework for
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the analysis. The study was not intended to compare the internal structures of the algorithms.
Instead, it focused on evaluating their computational performance under the same experimental
setup. To ensure a consistent and application-oriented evaluation in Al-driven and data-intensive
systems, all algorithms were implemented in the same software environment, hardware platform,
datasets, file formats, and performance measurement procedures.

The second part reviews related works, with emphasis on recent studies and recent references.
The third section describes the materials and methods used in this investigation and an intensive
study of the different algorithms. The results of the system are presented in section fourth and are
used to assess the performance of the system. A detailed discussion of the results is provided in
section five, and they are compared to the results of previous studies. The article concludes with a
summary of the key conclusions and implications of the findings.

2. LITERATURE REVIEW

Data security remains a major challenge as it is important to protect sensitive information and
applications, and cybersecurity threats are becoming more frequent. Due to the increase in the
number of encryption algorithms, recent works are focusing on comparing the performance of the
encryption algorithms in different aspects. In this work, we will stress recent studies that offer these
comparative analyses.

Mohammed et al. [11] analyzed the performance of encryption and decryption of five
cryptographic algorithms: AES, Blowfish, Twofish, Salsa20, and ChaCha20. They studied the best
time to execute and the throughput for the experiments of image encryption. It was found that
ChaCha20 had the fastest average encryption and decryption times, and Twofish had the lowest
throughput among the algorithms tested. Khadji et al. [12] analyzed lightweight cryptographic
algorithms for big data security, focusing on HC-128 and HC-256. The study reported that although
HC-based algorithms provide strong encryption, they require relatively high memory and
processing resources. The experimental findings showed that HC-128 and HC-256 were slower than
lightweight alternatives such as Rabbit and ChaCha20. Therefore, the authors concluded that HC
algorithms may be less suitable for real-time big data applications, where faster and more resource-
efficient algorithms are preferred.

Song et al. [13] proposed an image compression encryption algorithm that integrates the ZUC
stream cipher with chaotic maps and compressed sensing. The method improves image encryption
security and computational efficiency while enabling simultaneous data compression. Their
simulation results showed strong robustness, fast processing performance, and high reconstruction
quality. However, the study focused mainly on image encryption. Lee et al. [14] revisited the
quantum rebound attack on the double-block-length hash functions of Al-Hirose, which is based on
round-reduced AES-256 and ARIA-256. They were able to find the weaknesses in the existing
research, which were based on wrong differential equations of the S-boxes, and recalculated the
real attack complexities. The authors suggested two novel quantum rebound attacks: quantum state
preparation and nested quantum amplitude amplification, to decrease the computational
complexity and boost the efficiency of the attacks. Their study, however, was rather theoretical
quantum cryptanalysis and did not actually compare and benchmark the performance of
cryptographic algorithms using a common evaluation framework.

Premalatha et al.[15]analyzed the efficiency of the implemented cryptographic algorithms in
blockchains. They analyzed multiple performance metrics, including speed, security, resource
consumption, and scalability. It also reflected cryptographic operations related to blockchain, like
key generation, digital signatures, and encryption. The obtained results offer helpful information to
choose appropriate cryptographic algorithms based on the application needs. The study, however,
was largely centered on blockchain environments, and it failed to offer a general performance
comparison of ARIA, ZUC, AES, Camellia, and HC-256. Liu et al. [16] proposed advanced
cryptanalysis techniques for the ZUC-256 stream cipher. In their study, they focused on the
initialization phase. They were able to distinguish on 31 rounds and to partially recover the key
under weak-key assumptions using modular, signed, and XOR differences. The work primarily
explored theoretical aspects of cryptanalysis and did not compare ZUC-256 to other algorithms
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under a common benchmarking framework from a practical standpoint. Saydahd et al
[17]evaluated four hybrid encryption schemes ( RSA-AES, RSA-ChaCha20, ECC-AES, and ECC-
ChaCha20 ) for secure data transmission in cloud, e-application, and [oT environments. Their Java-
based experiments assessed key generation time, encryption/decryption speed, and memory usage
across various file types. Results indicate that ECC-based hybrid algorithms outperform RSA-based
methods in terms of computational speed and resource consumption, with ECC-ChaCha20
achieving the fastest processing time and the least memory use. Swathimuttu et al. [18] A
comparison of the security and performance of AES, 3DES, Blowfish, RSA, and ECC, with particular
focus on encryption rate, key size, and suitability for applications. AES was very efficient for bulk
data encryption, and Blowfish performed well for smaller-scale applications. The research also
highlighted the importance of RSA and ECC for secure key exchange and cryptographic key
management. Table 1 shows differences between selected symmetric and asymmetric
cryptography algorithms used in previous works.

Table 1. Differences in selected symmetric and asymmetric cryptography algorithms used in
previous works

Cipher Algorithm Varieties of

Description Name Data Used Year Ref.
The study compares AES, Blowfish, Twofish, Salsa20, .
and ChaCha20 algorithms for image encryption, AES, ]_BIOWﬁSh'
. , . Twofish, Salsa20, Image 2024 [11]
emphasizing ChaCha20's superior speed and and ChaCha20
throughput.
AES and Chacha20 ensure strong data confidentiality,
with Chacha20 excelling in speed for small files. HC-  AES and
128 and HC-256 have higher overhead due to large Chacha20, HC128, Big Data 2023  [12]
secret tables and are thus not very suitable for big HC-256
data.
A Chaos and ZUC Stream Cipher-Based Image
Chaos, ZUC Image 2022 [13]

Compression Encryption Algorithm

Quantum rebound attacks and cryptanalysis of round AES-256 and Hash-
uantum rebound attacks and Cr analysis ol round-
ypranay ARIA-256 function 2024 [14]

reduced hash constructions

structures

Performance evaluation of cryptographic algorithms
for blockchain technologies, focusing on efficiency, Blockchain
security strength, hardware overhead, scalability, key  cryptographic Data 2024 [15]
generation, digital signatures, and encryption algorithms
operations
The study introduces advanced cryptanalysis
techniques for ZUC-256, achieving distinguishing
attacks on 31 rounds and partial key recovery in
weak-key settings. It leverages modular, signed, and ZUC-256 Data 2022 [16]
XOR differences to effectively analyze the cipher's
initialization phase.

RSA-AES, RSA-
Comparative performance evaluation of hybrid ChaCha20, ECC- Various file
encryption techniques for secure data transmission AES, ECC- types 2025 [17]

ChaCha20
Comparison of performance and security of
symmetric and asymmetric encryption algorithms by
speed, key size, and application. AES was found to be
very efficient for bulk data encryption, Blowfish was AES, 3DES, data 2025 [18]

Blowfish, RSA, ECC
suitable for smaller-scale applications, and RSA and OWHS

ECC were secure for key exchange and key
management.
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Although some researchers have examined selected cryptographic algorithms, most have
investigated block ciphers or stream ciphers separately, with limited sets of evaluation measures or
specific data types and applications. A few have also looked at ARIA, ZUC, AES, Camellia, and HC-
256 in one environment. Therefore, such studies need to be applied to better understand the trade-
offs between security effectiveness, computation cost, and usage in modern Als.

Although the algorithms tested are block ciphers (ARIA, AES, and Camellia) and stream ciphers
(ZUC and HC-256), the benchmarking procedure used identical data sets, environments, and
performance evaluation procedures. The comparison was not strictly based on computational
efficiency but rather on structural equivalence.

Also, Table 2 compares five cryptographic algorithms, ARIA, ZUC, AES, Camellia, and HC-256
based on key size, block size, efficiency, security, applications, and performance. AES is widely used
and very secure; HC-256 is fast but not well standardized. ZUC is designed for mobile networks, and
ARIA and Camellia are strong and perform well.

Table 2: Comparison of Cryptographic Algorithms: ARIA, ZUC, AES, Camellia, and HC-256

Factor ARIA ZUC AES Camellia HC-256
Type Symmetric block  Stream cipher bsizrcrll(rr;stglgr Symmetric block Stream
yp cipher [19] [16],[20] i 1]p cipher [21] cipher [8]
Key Size 128,192, 256 bits 128 bits 128, i?ti 256 128,192, 256 bits 256 bits
Block Size 128 bits N/A (stream 128 bits 128 bits N/A (stream
cipher) cipher)
High, optimized = Optimized for High, widely ~ High, optimized for =~ Very high,
Efficiency for hardware and mobile implemented in both designed for
software networks hardware hardware/software software
. Secure for Extensively L . Secure but
. Resistant to Similar security to
Security LTE/5G analyzed and less
known attacks AES .
systems robust scrutinized
E-government, LTE/5G Global standard Embedded systems, High-speed
Applications  financial systems communication for data secure encryption in
in Korea encryption encryption communications software
Slightly slower High Excellent Very fast for
Performance gthar}: AES throughput for performancein Comparable to AES large data
communication hardware streams
Not
N Korean standard 3GPP LTE/5G  NIST FIPS PUB standardized
Standardization (KSX 1213) standard 197 ISO/IEC 18033-3 by major
organizations
StrongSPN  Lightweight Robust,  yich flexibilityand  High speed
Strengths 8 8 st efficient, well- g . y . &1 5P !
structure low latency security simple design
supported
Limited global Limited to Target of Less popular than  Less analyzed
Weaknesses - telecom use frequent
adoption . AES than AES
cases cryptanalysis

Recent studies comparing cryptographic performance have largely focused on individual
encryption algorithms or comparisons within the same cryptographic category, in particular, block
ciphers. Although several studies have examined encryption speed, computational overhead,
throughput, and security efficiency, they were limited in scale or focused on individual data sets and
security-related aspects. Comparative analyses of block and stream ciphers within a unified
benchmarking methodology are still rare for Al-based and heterogeneous environments. Also, there
has been little attention paid to evaluating modern cryptographic algorithms using multimedia and
document-based formats prevalent in the contemporary Al ecosystem. Thus, this study attempts to
evaluate ARIA, AES, Camellia, ZUC, and HC-256 against a unified Java-based implementation and
several real-world file formats such as JPG, MP3, MP4, PDF, and PPTX. Key generation time,
decryption time, and memory use are studied to provide an understanding of whether these
algorithms are suitable for Al-oriented, data-intensive, and resource-constrained computing.
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3. MATERIALS AND METHODS

This research employs an analytical methodology to meet the goals of the study. It involves
preparation of data, collection and analysis of data, evaluation of performance, and implementation
of encryption algorithms [22], [23]. The encryption algorithms are ARIA, ZUC, AES, Camellia, and
HC-256 that are implemented and simulated in a Java environment. For data files, JPG, MP3, MP4,
PDF, and PPTX, different data formats were used as input for the simulations. The files were
designed to represent a variety of common multimodal data types common in Al systems, such as
image-based Al analysis, speech and audio processing, video analysis, digital documentation, and
knowledge-based presentation. Such formats allow for more realistic simulations of Al operations
rather than the standard encryption tests used for single-signal computations. Performance was
evaluated on key generation time, encryption time, memory usage during encryption, decryption
time, memory consumption during decryption, and data size. As shown in Fig. 1.
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Figure 1: Performance Evaluation of Cryptographic Algorithms

The experiments were conducted on Windows 11 using Java JDK 8 in the NetBeans integrated
development environment. Cryptographic operations were implemented using standard Java
security APIs and the Bouncy Castle cryptographic library, particularly for algorithms not natively
supported by the Java Cryptography Architecture (JCA). Random cryptographic keys and
initialization vectors (IVs) were securely generated using the SecureRandom class. In the HC-256
implementation, 256-bit secret keys and 256-bit [Vs were employed throughout the experimental
evaluation. Performance benchmarking was performed by measuring key generation time,
encryption time, decryption time, and heap memory consumption under identical experimental
conditions. Execution times were recorded in milliseconds using System.currentTimeMillis() before
and after each cryptographic operation. At the same time, memory utilization was monitored using
Java's MemoryMXBean by measuring heap memory usage before and after execution. To ensure
methodological consistency and fairness, all evaluated algorithms were tested using the same
benchmarking workflow, identical datasets, and equivalent file-processing procedures. Since block
ciphers and stream ciphers work differently, only the measurement of external parameters (such
as computational speed) was addressed. The benchmarking process thus focused on
implementation efficiency, such as the latency of processing and the use of memory, to enable a fair
comparison of the suitability of algorithms for real-world Al applications, for the processing of
multimedia data, and for computing devices with limited resources.

The experimental dataset included heterogeneous multimedia and document-based file
formats, namely JPG, MP3, MP4, PDF, and PPTX files, selected to simulate practical workloads
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commonly encountered in modern Al-oriented and data-intensive computing environments. It
proved to be the most balanced, with a good compromise between speed and resource usage, and,
based on this evaluation, it was considered the best overall performer across all metrics. The
flowchart displays the assessment of cryptographic algorithms with respect to encryption and
decryption time and memory consumption for different file types. It has key generation, data
encryption/decryption, and performance analysis to compare the algorithms as depicted in Fig. 1.

3.1. ARIA

ARIA is a symmetric-key cipher developed in 2003 by the Korean government and is a standard
in the Korean Cryptographic Module Validation Program (KCMVP) and the TLS/SSL protocol. It is
based on the so-called Substitution-Permutation Network (SPN) structure, which offers excellent
security and is resistant to linear and differential cryptanalysis. ARIA operates with 128-bit input
and output blocks and supports keys of 128, 192, and 256 bits, corresponding to 12, 14, and 16
encryption rounds [19], [24].

ARIA consists of three major layers for each round of encryption:
1. Round Key Addition Layer: This layer performs a bitwise XOR operation between the
128-bit plaintext or intermediate state and the round-specific key.

2. Substitution Layer: This layer substitutes each state byte using four pre-computed S-
boxes (S1, S2, and their inverses) to provide non-linearity and increase resistance against
cryptographic attacks.

3. Diffusion Layer: A linear transformation is applied to ensure that each input bit affects the
entire output, thereby imparting strong diffusion properties.

ARIA implementation is optimized for hardware and software and is versatile and efficient. For
its high performance and compact design, it is widely used in various applications, such as secure
communication and data encryption, and complies with international cryptography standards [25].

3.2. ZucC

ZUC-256 is an algorithm developed by China's Zu Chongzhi, a stream cipher to make 5G
communications more secure. It offers 256-bit of security and is an upgraded version of the
previous ZUC-128. It adds optimizations to the initialization and authentication of messages, aiming
to provide higher performance and lower resource overhead. The ZUC algorithm, which is widely
adopted in LTE for confidentiality and integrity in 4G communication, provides a building block for
ZUC-256, a strong alternative to existing algorithms. Its architecture has added modules, XOR
operations, S-box transformation, and linear transformation in different fields, which makes the
cryptanalysis difficult. Although it is an improved system, recent studies have shown that it may
have some weaknesses in the reduced rounds, and further research is underway to determine the
strength of this system and to develop new systems that would perform better and be more secure
[16], [20].

3.3. Advanced Encryption Standard

AES encryption is a symmetric block cipher that is intended to protect 128-bit data blocks. AES
is the latest U.S. government encryption standard, which was adopted in 2000 following a five-year
public competition by the National Institute of Standards and Technology (NIST). AES comes in
three key sizes - 128 bits, 192 bits, and 256 bits. For a 128-bit key, there are 10 rounds of
encryption, 12 rounds for a 192-bit key, and 14 rounds for a 256-bit key, depending upon the key
size. AES is widely acknowledged as one of the strongest encryption algorithms on the market and
is essential to protecting sensitive data in a wide range of applications, including financial
transactions, government communications, and electronic medical records. Fig. 2 describes the
encryption procedure and explains the AES method [9], [11].
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Plain Text (128 bits)
1 Key O
Pre- round transformation ————
Key 1
Round 1 — Key Expansion
L Key 2
Round 2 ]
v Key n
Round n -
A
Cipher Text (128 bits)

Figure 2: Structure of AES Algorithm
3.4. Camellia

Established in 2000 by Nippon Telegraph and Telephone (NTT) Corp. and Mitsubishi Electric
Corporation (MEC), a secret-key, block-cipher crypto algorithm. Camellia shares a few
characteristics with AES: a 128-bit block size, support for 128, 192, and 256-bit key lengths, and
appropriateness for both software and hardware implementations on common 32-bit processors
as well as 8-bit processors (e.g., smart cards, cryptographic hardware, and embedded systems). The
same interface as the AES, Camellia defines the 128-bit block size and 128, 192, and 256-bit key
sizes. Camellia is noted for its high degree of security as well as its appropriateness for both
software and hardware implementations. Practically speaking, it is meant to allow flexibility in
software and hardware implementations on 32-bit processors often used over the Internet and
many applications, 8-bit processors used in smart cards, cryptographic hardware, embedded
systems, and so on. Its main setup time is also rather good, and its key agility beats that of AES.
Camellia has been studied by the wider cryptographic community through numerous programs for
reviewing crypto algorithms. Camellia was chosen as a suggested cryptographic primitive by the EU
NESSIE (New European Schemes for Signatures, Integrity and Encryption) and included in the list
of cryptographic techniques for Japanese e-Government systems, which were selected by the Japan
CRYPTREC (Cryptography Research and Evaluation Committees) [21], [26]

3.5. HC-256

HC-128 is a lightweight and efficient stream cipher for situations requiring fast, lightweight
encryption in memory-constrained devices like embedded systems and Internet of Things devices.
It starts with a single 1,024-word table of keystream from a 128-bit secret key and a 128-bit
initialization vector (IV). The low computational burden and small size make the cipher ideal for
real-time applications such as secure video streaming, messaging, and mobile communications.
Strong defense against cryptographic attacks, such as differential and linear cryptanalysis, is
provided by HC-128. It can be easily implemented on a variety of hardware architectures thanks to
its cross-platform compatibility. HC-256, on the other hand, is a high-performance stream cipher
designed for applications requiring high scalability and security. Initializes two tables: P, Q, of 1024
words to be used for the generation of the keystream, corresponding to a 256-bit secret key and
256-bit IV. To guarantee excellent randomness and attack resistance, these tables are updated
rapidly. The HC-256 is designed to encrypt data at high speeds, making it suitable for various
applications such as cloud security, media streaming, and secure data transfer. It is designed to be
compatible with modern CPUs and platforms and features a dual-table architecture and a large state
space to enhance security [8], [27].
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3.6. Performance Metrics

A set of well-defined performance metrics was used for the evaluation of the selected
encryption and decryption algorithms as described below:

A. Encryption Time: Encryption time refers to the length necessary to transform plaintext
into ciphertext and acts as a vital measure of the algorithm's performance. It was calculated
using Equation (1).

Where:

T = Time (in seconds)

DS = Data Size (in MB or bytes)
S = Processing Speed (in MB/s)

B. Decryption Time: The time taken to decrypt the ciphertext to form plaintext is called the
decryption time. It was calculated based on the same formula as Equation (1), assuming
that the data size and speed of decryption are the same as those of the encryption process.

C. Memory Consumption During Encryption (MB): This metric measures the amount of
memory the algorithm uses while encrypting data.
It is expressed as:

DS
Me = § (2)
Where:

Me = Memory used for encryption (in MB)
DS = Data Size
Se =Efficiency or speed of the encryption process (in MB/unit time)

D. Memory Consumption During Decryption (MB): Additionally, the same formula as
Equation (2) is used to determine the amount of memory used during the decryption
process, with the speed parameter representing the decryption efficiency.

E. Standard Deviation: Standard deviation (SD) was used to measure the variability and
dispersion of the experimental results for each performance metric across different file
types. It was calculated using Equation (3):

i (g — %)?

SD =
n—1

. (3
Where:

SD= Standard deviation

x;= Individual observed value

X= Mean value

n= Number of observations

F. Confidence Interval (CI): The 95% confidence interval was calculated to estimate the
reliability and precision of the mean values obtained from the experimental measurements.
It was calculated using Equation (4):
cr=ree(2)
=x+ —_
Vn

(4

Where:

CI= Confidence interval

X= Mean value

t=t-score at 95% confidence level
SD= Standard deviation

n= Number of observations
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4. RESULTS

Significant variations between the ARIA, ZUC, AES, Camellia, and HC-256 algorithms were
found in a Java-based performance analysis carried out in NetBeans. The differences were examined
based on key generation time, encryption time, memory usage during encryption, decryption time,
and memory usage during decryption. The findings demonstrate variances in efficiency and
resource usage across the tested encryption techniques.

Table 3. Performance Evaluation of the ARIA Algorithm for Various File Types

Size of Key . Memory Used . Memory Used
. . Encryption . Decryption .
Types File Generation Time (ms) for Encryption Time (ms) for Decryption
(KB) Time (ms) (MB) (MB)
JPG 9328 1345 339 30 330 30
MP3 7240 1243 309 29 254 29
MP4 4555 1237 166 28 150 29
PDF 1136 1303 59 30 41 28
PPTX 1743 1361 74 30 95 30
Average 1297.8 189.4 29.4 174.0 29.2
SD 56.8 131.6 0.89 116.4 0.84
Confidence 12978+705 189.4+1634  294+1.1 174.0 £ 144.5 29.2+1.0
Interval

The performance results of ARIA for various file types are shown in Table 3, including key
generation time, encryption time, memory usage during encryption and decryption, and decryption
time. The results showed no significant differences among the various file formats. The average key
generation time was 1297.8 ms (SD = 56.8 ms), while the average encryption and decryption times
were 189.4 ms (SD = 131.6 ms) and 174.0 ms (SD = 116.4 ms), respectively. File size and file type
were the prime factors that affected the encryption and decryption times. Conversely, the memory
used was very similar, with an average of 29.4 + 1.1 MB for encryption and 29.2 + 1.0 MB for
decryption. The evaluated file formats performed best in the MP4 file format, with the smaller files,
PDF and PPTX, exhibited lower encryption and decryption times than the larger files, all having
lower encryption and decryption times than larger files. JPG files had the longest key generation
and encryption times due to their large size. As a whole, the results indicate that the ARIA algorithm
is consistent in terms of memory usage and is stable when operating with different multimedia and
document file formats.

Table 4. Performance Evaluation of the ZUC Algorithm for Various File Types

Size Ke Memory Memory
of y Encryption Used for Decryption Used for
Types File Generation Time Encryption Time (ms) Decryption
Time yp yp
(KB) (MB) (MB)
JPG 9328 413 316 14 274 14
MP3 7240 269 269 12 209 14
MP4 4555 301 157 10 205 13
PDF 1136 280 47 6 47 9
PPTX 1743 344 127 8 79 10
Average 321 183.2 10 162.8 12
SD 60.7 1119 3.16 95.7 2.35
Confidence 321.4+754 183.2+1389 10.0 £3.9 162.8+118.8 12.0£2.9

Interval

The performance of the ZUC algorithm was evaluated by measuring the key generation time,
encryption time, decryption time, and memory consumption for various file formats, as shown in
Table 4. The tests showed efficient overall performance, with a moderate difference between file
types. The mean key generation time was 321.4 ms, SD = 60.7 ms, and CI = #75.4 ms. This shows
that, depending on the file size and type, the encryption and decryption times are: 183.2 + 111.9 ms
(CI: £138.9 ms) and 162.8 + 95.7 ms (CI: £118.8 ms), respectively. The time to encrypt and decrypt
larger multimedia files, such as JPG and MP3, was longer than for smaller files, such as PDF and
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PPTX. The memory usage during encryption did not vary greatly, ranging from 10.0 + 3.16 MB (CI:
+3.9 MB), whereas that during decryption was 12.0 + 2.35 MB (CI: £2.9 MB). PDF files had the lowest
processing times and the least memory usage, whereas JPG files had the highest processing times
due to their larger file size. Overall, the results indicate that the ZUC algorithm offers efficient
cryptographic performance while maintaining relatively constant memory usage, making it
appropriate for securing multimedia and document-based data. The performance analysis of the
AES algorithm for different file types is summarized in Table 5, which includes the time required to
generate the key, encryption time, decryption time, and the memory used for encryption and
decryption for each file type. The results showed that the AES algorithm performed steadily and
efficiently across different file formats. The average key generation time was 738.0 ms, with a SD of
48.3 ms and a CI of +60.0 ms, indicating that the key generation times for the tested files were
consistent. Encryption and decryption took an average of 116.6 + 42.5 ms and 115.6 * 53.4 ms,
respectively, with confidence intervals of #52.8 ms and +66.3 ms, for larger files (JPG and MP3
formats) and smaller files (PDF and PPTX formats), respectively.

Memory usage for encryption and decryption remained relatively small and consistent across
all file types tested. Average memory use during encryption was 6.36 + 0.88 MB (CI: £1.09 MB) and
during decryption was 6.10 £ 0.92 MB (CI: £1.14 MB); both had low variability in memory use. Based
on the results from the evaluated file formats, it can be concluded that the JPG file had the longest
encryption and decryption times due to its large file size; however, the PDF and PPTX files had the
fastest processing speeds and required less memory. In conclusion, the results suggest that AES can
be used as a secure cryptographic tool with good memory efficiency and performance across
various file formats.

Table 5. Performance Evaluation of the AES Algorithm for Various File Types

Ke Encryption Memory
Size of v Encryption yp Decryption Used for
Types . Generation : Memory Used . .
File (KB) . Time Time (ms) Decryption
Time (MB)
(MB)
JPG 9328 679 159 7 180 6.7
MP3 7240 756 151 6.9 161 6.7
MP4 4555 804 134 6.9 114 6.6
PDF 1136 747 74 5 58 4.5
PPTX 1743 704 65 6 65 6
Average 738 116.6 6.36 115.6 6.1
SD 483 425 0.88 53.4 0.92
Confidence 7380600 1166+528  636+1.09 1156663  6.10+1.14
Interval

For the performance evaluation of the Camellia algorithm, key generation time, encryption
time, decryption time, and memory consumption during encryption and decryption were measured
for various file types, as shown in Table 6. The results showed that the Camellia algorithm worked
well across various file formats, and computation time increased significantly with file size. Results
showed that the average time to generate the keys was 1911.2 ms, with SD = 1290.6 and CI =
+1602.0, indicating a wide range across the file types tested. The times for encryption and
decryption were 1886.8 + 1285.8 and 1937.0 + 1286.2 milliseconds, with high-confidence intervals
of #1596.0 and *1596.5 milliseconds, respectively. Larger files, especially JPG and MP3, took
significantly longer to encrypt and decrypt than smaller file types such as PDF and PPTX. For
instance, the 9328 KB JPG file took 3658 ms to encrypt and 3728 ms to decrypt, while the PDF file
took only 513 ms and 416 ms, respectively. Memory usage was consistent at both encryption and
decryption. These average memory usage figures for encryption were 10.8 + 1.30 MB (CI: +1.61 MB)
and for decryption were 11.8 + 1.48 MB (CI: +1.84 MB). The memory usage for processing most file
types was about 10-13 MB, except for PPTX, which had the highest memory usage during
encryption, and PDF, which had the highest during decryption. The results indicate that the Camellia
algorithm is a secure cryptographic algorithm across various file formats, but larger file sizes lead
to higher computational costs and longer run times.
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Table 6. Performance Evaluation of the Camellia Algorithm for Various File Types

Size of Key . Memory Used . Memory Used
. . Encryption . Decryption .
Types File Generation Time (ms) for Encryption Time (ms) for Decryption
(KB) Time (ms) (MB) (MB)
JPG 9328 3680 3658 10 3728 11
MP3 7240 2788 2766 10 2901 12
MP4 4555 1773 1737 10 1953 10
PDF 1136 537 513 11 416 14
PPTX 1743 778 760 13 687 12
Average 1911.2 1886.8 10.8 1937.0 11.8
SD 1290.6 1285.8 1.30 1286.2 1.48
Confidence 1911.2 + 1886.8 + 1937.0 +
Interval 1602.0 1596.0 108161 1596.5 118184

The performance of the HC-256 algorithm when evaluating different file types included key
generation time, encryption time, decryption time, and memory usage during encryption and
decryption (as presented in Table 7). It was shown that the HC-256 algorithm maintained overall
efficiency across all considered file formats. The generated keys had an average time of 295.0 ms, a
SD of 20.45 ms, and a CI of +25.38 ms, indicating low variation across the set of files tested. The
average encryption time was 105.6 + 57.69 ms (CI: £71.62 ms), while the average decryption time
was 75.6 £ 53.51 ms (CI: +66.44 ms). The encryption and decryption times for larger file formats
like JPG and MP3 were longer than for smaller formats like PDF and PPTX. For the JPG file (9328
KB), the maximum encryption and decryption times were 179 ms and 137 ms, respectively, whereas
the PDF file required only 43 ms for encryption and 21 ms for decryption. For all the files tested, the
memory usage during encryption and decryption was small. Average memory usage during
encryption was 1.28 * 0.48 MB (CI: £0.59 MB), and memory usage during decryption was 1.38 +
1.03 MB (CI: #1.27 MB). The tested file formats were PDF, PPTX, MP4, etc., where PDF and PPTX
files required the most memory during encryption, and MP4 files required the least during
decryption. In conclusion, the results show that the HC-256 algorithm is fast for cryptographic
processing and has low memory consumption, making it well-suited for encrypting and decrypting
multimedia and document file formats.

Table 7. Performance Evaluation of the HC-256 Algorithm for Various File Types

. Memory Used Memory Used
Size Key . .
. . Encryption for Decryption for
Types of File  Generation . . - .
(KB) Time (ms) Time (ms) Encryption Time (ms) Decryption
(MB) (MB)
JPG 9328 318 179 1.4 137 0.6
MP3 7240 268 142 0.6 125 1.5
MP4 4555 293 110 1.0 66 0.2
PDF 1136 312 43 1.7 21 2.8
PPTX 1743 284 54 1.7 29 1.8
Average 295.0 105.6 1.28 75.6 1.38
SD 20.45 57.69 0.48 53.51 1.03
Confidence 2950+2538  0>6*% 1.28+0.59  756+66.44  138+127
Interval 71.62

The comparative performance of the different cryptographic techniques was evaluated in
terms of efficiency, speed, and resource consumption. The results highlight the importance of
selecting an appropriate cryptographic algorithm based on application requirements, security
needs, and performance considerations. As shown in Table 8, HC-256 demonstrated the best overall
performance, ranking first across all evaluated metrics. It required the least memory and achieved
the fastest encryption and decryption times (105.6 ms and 75.6 ms, respectively). AES also
performed well and ranked second in most categories because of its low memory consumption and
balanced encryption and decryption times (116.6 ms and 115.6 ms, respectively). ZUC exhibited
moderate efficiency with reasonable computational and memory requirements. In contrast,
Camellia incurred the highest computational cost and recorded the longest encryption and
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decryption times (1886.8 ms and 1937.0 ms, respectively), despite providing strong cryptographic
security. Overall, HC-256 appears to be the most suitable choice for resource-constrained
environments where memory efficiency and processing speed are critical.

Table 8. Performance Evaluation of Cryptographic Algorithms

Memory Used
Key . Memory Used .
. . . Encryption . Decryption for
Algorithm  Metrics Generation : for Encryption . .
Time Time (MB) Time (ms) Decryption
(MB)
Average 1297.8 189.4 294 174 29.2
ARIA
Ranking 4 4 5 4 5
7uC Average 321 183.2 10 162.8 12
Ranking 2 3 3 3 4
AES Average 738 116.6 6.36 115.6 6.1
Ranking 3 2 2 2 2
. Average 1911.2 1886.8 10.8 1937.0 11.8
Camellia
Ranking 5 5 4 5 3
Average 295 105.6 1.28 75.6 1.38
HC-256
Ranking 1 1 1 1 1

The performance of some cryptographic algorithms used in image processing is shown in Fig.
3, focusing on encryption/decryption efficiency. The encryption time (ms) is shown in Fig. 3(A),
with HC-256 proving the most efficient and Camellia the slowest. The performance of AES and ZUC
is relatively good when compared to ARIA and Camellia as well. Fig. 3(B) shows memory
consumption during encryption, with HC-256 consuming the least (1.4 MB) and ARIA consuming
the most (30 MB). As shown in Fig. 3(C), the decryption time (ms) remains the shortest for HC-256,
whereas Camellia has the slowest performance. For decryption, it can be observed that HC-256 has
the lowest memory consumption, whereas ARIA has the highest among the algorithms, as shown in
Fig. 3(D). The findings demonstrate the trade-offs between speed and memory use of the evaluated
cryptographic algorithms.
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Figure 3: Performance Metrics of Cryptographic Algorithms for Image Processing

The performance of some cryptographic algorithms for MP3 processing is presented in Fig. 4,
which measures memory usage and encryption and decryption time. Based on the encryption time
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(A) and decryption time (C), Camellia has the longest processing time, while HC-256 is the fastest.
Memory usage during encryption (B) and decryption (D) shows that HC-256 has the lowest memory
usage and ARIA has the highest among all the ciphers. AES is a very well-balanced trade-off between
memory efficiency and speed. The results emphasize the cost/benefit aspects of computational and
resource requirements, as there are significant differences in algorithm performance.
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Figure 4: Performance Metrics of Cryptographic Algorithms for MP3 Processing

In the following, the performance of a few cryptographic algorithms for MP4 processing is
depicted in Fig. 5. The encryption time (A) is longest for Camellia (1737 ms), and shortest for HC-
256 (110 ms). Memory usage for encryption (B) shows that HC-256 is the most effective (1 MB),
while ARIA uses the most memory (28 MB). The same holds for the decryption time (C), with HC-
256 being the fastest (66 ms) and Camellia the slowest (1953 ms). The memory required for
decryption (D) indicates that HC-256 is still the most efficient (0.2 MB), while ARIA is the most
memory-intensive (29 MB). Overall, HC-256 is the fastest and most memory-efficient, and Camellia
is the worst. The results provide valuable data for selecting cryptographic algorithms based on
performance criteria.
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Figure 5. Performance Metrics of Cryptographic Algorithms for MP4 Processing
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The performance of some cryptographic algorithms applied to PDF files, such as ARIA, ZUC,
AES, Camellia, and HC-256, is illustrated in Fig. 6. The time required for encryption is shown in (A):
Camellia is the slowest, taking 513 ms, while HC-256 is the quickest, taking 43 ms. The memory
consumption for encryption is shown in (B): ARIA requires the most memory (30 MB) while HC-
256 requires the least (1.7 MB). The decryption time is displayed on (C), and the Camellia is the
slowestat 416 ms, while HC-256 is the fastest (21 ms). The memory consumption during decryption
is finally displayed in (D), with HC-256 consuming the least (2.8 MB) and ARIA consuming the most
(28 MB). These metrics show the resource usage vs computational efficiency of the algorithms.
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Figure 6. Performance Metrics of Cryptographic Algorithms for PDF File Processing

The encryption and decryption times, along with memory utilization, of the cryptographic
algorithms used to process PPTX files are presented in Fig. 7. HC-256 achieved the fastest
encryption and decryption times (54 ms and 29 ms, respectively), whereas Camellia recorded the
slowest encryption and decryption times (760 ms and 687 ms, respectively). During encryption,
ARIA required the highest memory consumption (30 MB), while HC-256 required the least (1.7 MB).
Similarly, during decryption, HC-256 exhibited the lowest memory usage (1.8 MB), whereas ARIA
consumed the most memory (30 MB). These results demonstrate significant differences in
computational efficiency and resource utilization among the evaluated algorithms, indicating that
algorithm selection should be guided by the specific requirements of the target application.
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Figure 7: Performance Metrics of Cryptographic Algorithms for PPTX File Processing
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5. DISCUSSION

The present study is a thorough and application-oriented performance analysis of the 5 most
popular cryptographic algorithms, ARIA, ZUC, AES, Camellia, and HC-256, under the same
application, real-world, random-access conditions. The algorithms were tested across various
parameters, including the time required to generate keys, latencies for encrypting and decrypting
different file types, memory consumption, etc. This multi-dimensional approach enables the
evaluation of the applicability of these cryptographic algorithms to the current Al and big data
landscape. When it comes to Al systems, efficient encryption is strongly correlated with
responsiveness, particularly in systems that involve ongoing data sharing, real-time inference, edge
computing, federated learning, and cloud-based ML services. Implementing algorithms that are less
intensive in terms of latency and memory usage can also significantly reduce the computational
burden required for secure data transmission and storage, which is crucial for the scalability and
efficiency of today's Al systems.

In Al systems, encryption efficiency is closely related to overall system responsiveness,
particularly when continuous data exchange and inference are performed in real time via edge
computing, federated learning, or cloud-based machine learning services. Faster algorithms can be
deployed to reduce the computational overhead of data transmission and storage, enabling modern
Al infrastructure to scale and operate efficiently. As shown in Table 8, HC-256 performs best across
most criteria, with the lowest encryption time (105.6 ms), decryption time (75.6 ms), and memory
consumption during encryption (1.28 MB) and decryption (1.38 MB). Its superior efficiency is due
to the stream cipher's structure and the optimized mechanism for generating the keystream, which
has lower computational complexity than that of block cipher structures. Typically, stream ciphers
operate on data one at a time and do not require repeated block transformations, unlike some
implementations of block ciphers, potentially leading to reduced latency and memory usage in real-
time applications. The results are similar to those of other studies that highlight the high throughput
of stream ciphers; however, they are the opposite of what is reported in other studies that indicate
that HC-based algorithms would have a higher computational overhead in large-scale systems [12].
This difference highlights that the algorithm's performance is very sensitive to implementation
context, system configuration, and the nature of the dataset.

Although AES is not as efficient as HC-256, it demonstrates the most balanced and consistent
performance profile. The results in Table 8 and Figures 3-7 indicate that AES can achieve moderate
encryption and decryption speeds (116.6ms and 115.6ms) and relatively low memory consumption
(~6 MB). This sets a widely accepted standard that strikes a good balance between performance,
reliability, and security. Further, AES is available with hardware acceleration (e.g., AES-NI) and is
considered a global standard; it was not modeled in this study, but would likely further improve
performance in real-world deployments. ZUC demonstrates intermediate performance, particularly
in continuous data-stream scenarios. It has a relatively fast key generation and moderate resource
consumption, which reflects its optimization for LTE/5G communication systems. However, its
limited adoption for general-purpose use and emerging cryptanalytic concerns [16] may limit its
scope outside specialized communication settings. ARIA and Camellia, on the other hand, have much
higher computation overheads. ARIA has a good cryptographic design, but it is not the best choice
if you are resource-limited because it uses a lot of memory (~29 MB) and is slower. Among all
algorithms analyzed, Camellia has the highest encryption and decryption times (1886.8 ms and
1937.0 ms, respectively). Camellia is known for its high security and flexibility. These results
demonstrate an important trade-off: strong theoretical security does not always translate to
practical efficiency, especially for latency-sensitive applications such as Al systems, edge
computing, and real-time analytics.

From an application perspective, the findings emphasize that cryptographic algorithm
selection should be driven by system-specific requirements rather than theoretical strength alone.
HC-256 is highly suitable for real-time Al systems, [oT devices, and edge computing due to its low
latency and minimal memory footprint. AES remains the preferred choice for enterprise systems,
cloud computing, and general-purpose applications due to its balanced performance,
standardization, and widespread support. ZUC is most appropriate for telecommunications and
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mobile network encryption, while ARIA and Camellia may be reserved for high-security scenarios
where computational cost is less critical.

Another important observation is the influence of file type and data size on performance
variability. While overall trends remain consistent, variations across JPG, MP3, MP4, PDF, and PPTX
files suggest that input characteristics and 1/0 behavior can affect encryption efficiency. This factor
is often overlooked in comparative studies but is particularly relevant for Al systems handling
multimodal data. Despite its contributions, this study has several limitations. The experiments were
conducted in a controlled Java environment, which may not fully reflect optimized implementations
in lower-level languages or on hardware-accelerated platforms. Additionally, the study focuses
primarily on performance metrics and does not include a comprehensive evaluation of
cryptographic strength, resistance to modern attack vectors, or post-quantum security
considerations. Although HC-256 demonstrates superior efficiency, it lacks the extensive
standardization and cryptanalytic validation of AES, which may affect its adoption in security-
critical systems.

Future research should address these limitations by incorporating security-focused metrics
such as entropy, avalanche effect, and resistance to differential and linear cryptanalysis. Evaluating
hybrid cryptographic approaches that combine the advantages of stream and block ciphers may
further enhance performance and security. Moreover, extending the analysis to distributed systems,
real-time Al pipelines, and hardware-accelerated environments would improve the generalizability
of the findings. Finally, assessing algorithm resilience against emerging threats, including quantum
computing, is essential for ensuring long-term security. Therefore, the present study provides not
only quantitative benchmarking results but also a practical decision-support perspective for
selecting cryptographic algorithms based on computational constraints, data characteristics, and
real-world Al application requirements. In conclusion, HC-256 emerges as the most efficient
algorithm under the evaluated conditions, while AES remains the most practical and widely
applicable solution. This study contributes a decision-oriented framework that links performance
metrics to real-world deployment scenarios, thereby supporting informed selection of
cryptographic algorithms in modern Al and data-driven systems.

6. CONCLUSION

The studied algorithms differ in terms of key generation, decryption time, and memory
requirements. HC-256 is the fastest algorithm, achieving encryption and decryption times of 105.6
ms and 75.6 ms, respectively, while requiring the lowest memory consumption (1.28 MB during
encryption and 1.38 MB during decryption). AES demonstrated balanced performance, with
encryption and decryption times of 116.6 ms and 115.6 ms, respectively, while maintaining a
moderate memory footprint of 6.36 MB during encryption and 6.1 MB during decryption, making it
a reliable option for a broad range of applications, making it a reliable option for a broad range of
applications. Because of its memory and computational requirements, ARIA and Camellia are not as
well-suited for low-resource environments as ZUC. Depending on the application, the algorithm
should be selected based on its requirements: If efficiency and resource utilization are both most
important for a good solution, the best choices are HC-256 and AES. For speed and low resource
usage, HC-256 and AES would be best. Those results might vary across different architectures,
operating systems, and processing environments; this study was conducted on a single hardware
configuration.

Also, no tests were conducted to verify the strength of each algorithm against new adversaries,
such as quantum computing attacks, although the researchers focused on key generation time,
encryption and decryption speeds, and memory usage. Finally, the performance of the optimization
algorithms was not evaluated, nor did it provide information on their weaknesses or on which ones
would be safest [28], [29]. The study did not use any large-scale, network-based, or real-time
applications, which could affect the actual performance. The results show that the choice of
cryptographic algorithms can have a significant impact on the efficiency, agility, and responsiveness
of modern Al-driven systems, especially for multimodal data processing and real-time secure
communication. This study can be extended, and some further research directions can be suggested.
To our dataset, more file types can be added, as well as real-time streaming data and large encrypted
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transactions, to obtain a more detailed understanding of the algorithm's performance. Performance
tests across different hardware platforms, such as cloud, embedded systems, and Internet of Things
devices, can assess scalability and adaptivity [30], [31]. The analysis of hybrid cryptography, which
combines the benefits of multiple algorithms, may help improve efficiency and security. Future
safety can be ensured by assessing these algorithms' resistance to threats posed by quantum
computing and by investigating alternative post-quantum cryptography techniques. Real-time
encryption/decryption scenarios can be implemented in network security applications to measure
the actual execution time and resource consumption.
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